Seat No.:

Subject Code: 3361601

Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING - SEMESTER - VI + EXAMINATION - SUMMER 2015

Subject Name: Web and Network Security

Time: 10:30 AM TO 1:00 PM
Instructions:
1.

ook wn

Q.1

Q.2
TR

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.
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Answer any seven out of ten. €Ml SlEURL Ulctoll wcllol WU

Define asymmetric key cryptography.

AAAEs sl glrelonsl ol cauvall uAL.

Define hash functions.

33 $59l0l ol calluul WM.

Define virus and list its types.

al2ARY ofl vl AU A Aotl YsIRA AWl

List out applications of cryptographic hash functions.
sl2Lo1L4ls 2 $520t ol GUAWN AVl

Define digital signature.

Slyedt Ao UR ofl catvail u.

List out applications of digital signature.

Slyedt Ao URetl GUAN AWl

Give full form of 1. PGP 2. MIME

Y3 ol vl . 1. PGP 2. MIME

List various threats found in web security.

Aol Y1sy32l Ui Wlal Hadl QAU e ol auel cvl.
Define intruder.

652 ol calluall 2.

Define firewall and give need of firewall.

gl2ARAlA ofl cautuall AW WA Aofl w332l vl

List and explain applications of public key cryptosystems.

uodls 8l shel@een ofl Awell3atoto(l il Ul U Al

OR
Explain requirements of public key cryptosystems in brief.

wodls $l slelRreH ofl w33lalct gsHl Al
Give difference between conventional and digital signature.
soldalotcd B SlYed oAU cRA oll dglald WL
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OR
Explain general format of PGP message in brief.

WUl AAose] AL 23U S5HT 1Al
Define SHA and compare various SHA parameters.

SHA ol cavaal 2w (@A SHA Qe ofl wuHell 53,

OR
Explain DSS approach in brief.

DSS AU ZSHL UMl
Explain message digest 5 ( MD5) hashing in brief.
NAx stse 5 ( MD5) d20oL gsHL AMastal.

OR
Discuss the concept of S/IMIME functions in brief.

SIMIME $52lot oll 52 (A sui AU 5.

Explain packet filtering firewall in brief.
U¥e gleedlol slaARale sl UMl

OR
Explain Rabin scheme in brief.

20{lot LM Z5HL UM
Explain importance of message authentication.
Ay AU AL152U0t ofl wolRAAL UM,

OR
List out IPSec services and explain in brief.

IPSec U<l ol A€l W AR A gsHL UM
Discuss good password selection strategies.

AR wras dlAase sal Hizell @QAw @2 2 Al 53

OR
Explain D secure protocol in brief.

Sl @AsAR WISl 2sHI AHAl
Explain HTTPS in brief.
HTTPS &t gsHl Aol

OR
Classify types of intruders and explain each in brief.

6252 oll UsRA of (520 53 U €35 oA G5HL UHLAL

Explain principles of public key cryptosystems in brief,
wodls $l slelReH ol Rl g5l uHesaAl.

OR
Explain application proxy firewall in brief.

ALAZ 2ot Ulsll slAAA S5HL UHAL
Give classification of malicious software.
Adlallax AgeAR of aolls:wl s2A.

OR
Draw diagram of SSL protocol stack.

AAUAA YISl 5 ofl gl R

2/3

03
03

04

04
(0} 1
04
(0} 1

04
(0} 1

03
03

03
03
03
03

03
03

04
0¥

04
0¥
04
(0} 1

04
0¥

03
03

03
03
04
(0} 1

04
(0} 1



Q.5
sl U

(©)
(8)

(a)
(A)
(b)
(W)
(©)
(8)
(d)
(S)

Classify and explain intrusion detection techniques.

et Sl2salet sellsu of (50 53 wal Aal AHAAL

Give comparison between SSL and SET.
SSL Ul SET R UuWIHR( $3.

List applications and benefits of IPSec.
IPSec oll GUAON A Astl SlAEL AW
Explain brute force attack in brief.

o2 S ARs A gsUL AHAAlL

Draw simplified block diagram of RSA.
RSA ol U0 6cAls StAUH ERL.
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