Seat No.: Enrolment No.

GUJARAT TECHNOLOGICAL UNIVERSITY
DIPLOMA ENGINEERING — SEMESTER - VI « EXAMINATION - SUMMER 2017

Subject Code: 3361601 Date:04-05-2017
Subject Name: WEB AND NETWORK SECURITY
Time: 10:30 AM TO 01:00 PM Total Marks: 70

Instructions:

Attempt all questions.

Make Suitable assumptions wherever necessary.

Figures to the right indicate full marks.

Use of programmable & Communication aids are strictly prohibited.
Use of only simple calculator is permitted in Mathematics.

English version is authentic.
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Q.1 Answer any seven out of ten. €2HIl SlEURL Alclotl cllol WL,
Define intruder.

o5 ol caluall .

What is Masquerader?

Masquerader 9j ©?

List out application of public key cryptosystems.
wodls 8l gshllledell Aclldatotoll auel 1,
Give full form of (1) SSL (2) SET.

(1) SSL (R) SET ol Y3 ol M.

What is IP security?

IP Rsy3] 9f B2

What is cryptanalysis

slieAailcllllu g B?

List out properties of digital signature.

Sleyed AloaluR ofl properties ofl L€l Q.
Define hash function.

&2l $520t ofl cavall .

Give principles of public key cryptosystems.
wodls 8l glhallled ol Reuic cvl.
Define cryptography.

sltlousloll cautvail a0,
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Q.2 (@ Explain requirement of public key cryptography.
s () uoclls sl sldlongledl es3landl amesaAl.

OR
(@ Explain Circuit level proxy firewall

) UEe Aadt Usell st dHstall
(b)  Explain Rabin scheme.
(W) Rabin 3IH UL

OR
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What is IPsec? Describe the benefits of IPsec.
IPsec 9] ©? IPsec oll $lAEL cRlal.

Write difference between SHA and MD5.
SHA 3ol MD5 clAall dslelc Al

OR
Define SHA and compare various SHA parameters.

SHA ofl cauvaul 2l At [@QAu SHA QRile? ofl auuHell 53U
Explain PGP authentication operation.
PGP 3 Aatl¥alet Ut AU

OR
Discuss the security of RSA algorithm.

UR.AUA. Wl unell Alsydloll 2l s2A.

Explain packet filtering firewall.
We (scedlol glaRAA AUl

OR
Draw diagram of SSL protocol stack.

SsSL Jlalsld s ol ausld €13\
Explain importance of message authentication.
Ay W AotlFalot ofl WolRUAL UM,

OR
Explain types of virus.

cl2R¥Uetl YsIRL Ul
List and explain classification of intruders.
502 5 oll SAUALSZ2Aoto(l ALEL U M AHSLA.

OR
Explain DSS approach in brief.

DSS AYA sl AMasicll.
List out intrusion detection technigques and explain any one in detail.

Sogtel Sl2salet sollsell Atel U U 518 uRlL As [@QdtdauR

oAl .

OR
Explain D secure protocol in brief.

D sy Ylelsldt $sul umesall.

Give difference between symmetric key cryptography and asymmetric key
cryptography

AR2ls Sl slelonsl wal wA1ALs Sl slelongl clAell dsteld Bl

OR
What are the guidelines for password selection?

wrad flAasaet weell ougSscueet 9f & ?
Explain requirements and applications of digital signature.
sloflect o uRe{l 3lautcll Aol WAl3 2ot Al

OR
Explain HTTPS connection initiation process.
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(8)

(a)
(A)
(b)
(¢)
(©)
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AU UL AU, sAs2Uet SolllAgnet Nd wHA
Explain MIME in detail.
MIME (Aoldall? AHostal.

Give difference between SSL and SET.
SSL el SET cRAsll dslelct AL,
Explain RSA algorithm.

R AUAA, AN UM AHstal.
Explain firewall characteristics.
slaRAlAo(l AleQlls izl Axestal.
Explain MD5 hashing in brief.

MD5 &2(loL gsHi Al
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